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Rationale:

The purpose of this Policy is to ensure that all use of ICT resources is legal, ethical and consistent with the
aims, values and objectives of Cranbourne South Primary School and DEECD guidelines and its
responsibilities to the students in its care. It is of paramount importance that ICT resources are used
appropriately and professionally at all times.

Students spend increasing amounts of time online, learning and collaborating. Cranbourne South Primary
School believes the teaching of cybersafe and responsible use and behaviour is essential in the lives of
students and is best taught in partnership between home and school.

Aims:

* To improve and enhance learning and teaching through a variety of ICT resources.

* To ensure all members of the Cranbourne South community are safe users (on and offline).

» To explicitly teach safe, responsible and ethical behaviour at school and by parents/carers in the home.

* To understand that acceptable use of digital technologies is implemented at all times and in all
environments. ‘

» To understand that some activities (on and offline) are illegal and as such must comply with State and
Federal laws.

Implementation:

Part A - School support for the safe and responsible use of ICT

At Cranbourne South Primary School we:

» use ICT as teaching and learning tools; which are to be used responsibly.

= have all students agree to the Acceptable Use of ICT Policy.

* implement a variety of security measures, ensuring that staff and parent/carers are made aware that the
nature of ICT is such that full protection from inappropriate content and security can never be guaranteed.

* have policies in place that outline the values of the school and expected behaviours when students use ICT

» provide a filtered internet service and a secure network.

= provide supervision and direction in online activities and when using ICT for learning.

= promote and implement appropriate, ethical and legal use of social networking, online conferences,
discussion groups or other similar resources or tools.

= support students in developing digital literacy skills.

* will act in accordance with the Cranbourne South Primary School Copyright Policy.

= use mobile/wireless technologies for educational purposes.

= implement a cybersafety program which is reinforced in the community.

= provide support to parents/carers to understand this agreement, e.g. language support and information
evenings.

Part B - Student Agreement

When students use ICT, they agree to:

* be a safe, responsible and ethical user whenever and wherever used.

= support others by being respectful in positive communication.

* inform a teacher if unsafe, unethical or illegal behaviours are known.

* seek to understand the terms and conditions of websites and online communities and be aware that content
uploaded or posted forms my ‘digital footprint’.

* protect privacy rights and those of other students by not giving out personal details.

= use ICT resources for educational purposes only (including not altering system files, configurations, or
Jfolders and not downloading, uploading, storing or concealing unauthorised files).

= use social networking sites in an appropriate, ethical and legal manner.

= follow appropriate copyright procedures when using ICT resources.

» follow correct procedures if inappropriate or offensive material is accidently accessed
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Talk to a teacher if I feel uncomfortable or unsafe online or see others participating in unsafe,
inappropriate or hurtful online behaviour.

Incidents online often go unreported. Students have reported their reasons as embarrassment, a belief that
online issues are theirs to solve as adults don’t understand, a feeling that reporting it will make it worse and
the most common reason given is a fear that they will lose access to their technology.

Students are advised to report an incident if:

» they feel that the welfare of other students at the school is being threatened

= they come across sites which are not suitable for their school

» someone writes something they don’t like, or makes them and their friends feel uncomfortable or asks
them to provide information that they know is private

* they accidentally do something which is against the rules and responsibilities they have agreed to.

Seek to understand the terms and conditions of websites and online communities and be aware that
content I upload or post is my digital footprint.

Many websites/spaces have conditions of use, such as ownership of the content and the age of participants.
For example: Children under 13 years of age are not permitted access to Facebook. When posting information
online - A good rule is “Don’t post what you wouldn’t want your Grandparent, Principal, or future boss to
read.”

Protect my privacy rights and those of other students by not giving out personal details including full

names, telephone numbers, addresses and images.

Students like to publish information about themselves and their friends in spaces like MySpace, Facebook and

blogs. This can put them at risk of being approached, groomed or bullied online. To avoid this we recommend

they:

= don’t use their own name, but develop an online name and use avatars

= don’t share personal details, including images of themselves or their friends online

» password protect any spaces or accounts they have

» don’t allow anyone they don’t know to join their chat or collaborative space

» are reminded that any image or comment they put on the internet is now public (anyone can see, change or
use it) so no full names should appear in reference to individuals in any image, movie or sound recording

» always make the space private so that they can control who sees their space and can communicate with
them

» understand the terms and conditions of any website or online community that they might join.

Use the internet at school for educational purposes and use the equipment properly

It is important to realise that there is a time for fun and a time for work even on the internet. Students may
often see the internet as ‘free’ however even just looking at a page on the internet incurs a download cost. By
taking care with the equipment, and thinking carefully about printing and downloading from the internet
students can save time, money and the environment. Staying on task will reduce the risk of inappropriate
access and teach students strategies to use the internet or mobile technologies for their learning.

Use social networking sites for educational purposes and only as directed by teachers.

Web 2.0 tools and social networking spaces allow students to be contributors to the web and to work
collaboratively online with other students. Creating or contributing to blogs, wikis, digital stories and podcasts
can all be legitimate educational activities which allow students to publish, share and inform others and be
active contributors to the web. It is important for students to understand that working in a collaborative space
as part of a learning task, has a very different purpose to using a social networking space to link up with
friends in their own time.

Abide by copyright procedures when using content on websites (ask permission to use images, text,
audio and video and cite references where necessary).

Music, information, images and games on the internet are owned by someone. The term copyright is a legal
one and there are laws to enforce it. Not only is breaking copyright morally, ethically and legally wrong, it can












